Skyworth 3.0 OS issue detail

Dear CVE Assighment Team

Thank you for receiving my requsetion, in this pdf | will provide more details about
this issue.

How | found it

| found it when | test our company car's TVBOX which is made by Skyworth H20. That
time | just want to test if the TVBOX has the CVE-2018-9445 so | made a Udisk just as
same as the CVE-2018-9445 attack Udisk,and luckily I attack the TVBOX
successfully.Firstly | think it is a android issue,so | viewed the AOSP but find out it is
not the android's problem.Then | use the adb to get the TVBOX's OS information and
kernel version(1.txt in attachment), find that it is made by Skyworth ,and it is
Skyworth 3.0 OS.I think it is the Skywoth 3.0 OS 's problem and it affects all products
which use Skywoth 3.0 OS.Then | turn to your team to get a CVE id.

Issue detalils

The issue comes from "/system/bin/blkid"

Use the tool "checksec" to know it's arch:

- $ checksec blkid
[!] Could not populate PLT: invalid syntax (unicorn.py, line 110)
[*] '/home/nameless/Desktop/test/blkid’
Arch: arm-32-little

RELRO:
Stack:
NX:
PIE:

And we can use ida to reverse this elf:



=|strncmp(s1[©], "LABEL"™, 4u);

if ( )
{
= strlen(s);
if ( )
{
do
{
= (unsigned __int8)*v13++;
if ( >= @x81 )
{
fwrite("M-", 2u, 1lu, stdout);
= Bx80u;
}
if ( < ox20 || == 127 )
{
fputc (94, stdout);
= Bx4eu;
i_F ( l= 111 )

fputc(vle, stdout);

The picture above shows the issue in function "print_tags", the "strncmp"” returns 0 if
the string is "LABEL" , so if the field is "LABEL=xxxxx", it will fputs any char in xxxxx to
stdout whitout igonring the """ . So if we replace the string ' UUID =../a"" as xxxxx , it
will make the final blkid out string LABEL=" UUID="../a":

Then if we plug this Udisk into USB,it will cause Directory Traversal:



dev init. environ. rc metadata postinstall
etc ' rery. amlogic. rc mnt proc
factory i odm

init lost+found oem

product sdcard
pass_through runtime sec

installer : oug runtime secure
sdcard usb

mnt
idwritable asec installer pe ‘ough runtime ure
se expand obb f sdcard vendor

Nomally the Udisk would be mounted to /mnt/usb/, but this time it is mounted to
/mnt/ cause the Directory Traversal

How to run it

| dump the elf and it's libs relies
You can run this elf with a raspery pi zero 2W

Copy the libs in attachment to "/system/lib"(if not exsist , make a new dir) and copy
the elf "linker" to "/system/bin" , then you can run this elf

In the end

| will put this elf with it's relies and the kernel / OS information in one zip file , and
add it to the email attachment.

Looking forward to your reply!



